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ETHER & BIT BOX PROGRAMS: 

FIREPOWER CONTROL EXPERIMENT PART 2 OF 12 

by 

GEORGE W. HARTWIG, JR. 

BRL Technical Report 

ABSTRACT 

The computer program Etlier serves as the communications media and control cen' i 
for the Artillery Control Environment (ACE) simulation programs. Ether sets up all of the 
interprocess communication required for a desired run and by passing information to the 
appropriate display programs, allows the user to monitor the progress of the unfolding 
scenario. The experiment controller also has the ability to alter the probability of successful 
message transmission during the execution of an experiment. 

Bb is the Bit Box driver program. This program serves as an interface between the computer 
port attached to tactical hardware and the ether program. The use of this program allows the 
ether program to use a consistant set of protocols for for communicating with both simulation 
programs and tactical hardware. 
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I. INTRODUCTION 

The Artillery Control Environment (ACE) has proven to be a valuable tool in the 
evaluation and testing of new equipment and techniques in the Fire Support Control 
(FSC) portion of artillery systems. 

* 
The heart of ACE is the 4.2 BSD UNIX   operating system with Ballistic Research 
Laboratory (BRL) enhancements. ACE permits the real-time, interactive simulation of 
fire support control for any low-level battlefield slice. This can be done in any of the 
following combinations: a) soldier operated tactical automatic data processing (ADP) 
devices can "talk" to the computer via the BRL Bit Box, which is a special modem that 
interfaces TACFIRE hardware to commercial computers (See Appendix A); b) low cost 
commercial hardware with the appropriate software can emulate tactical hardware; c) 
interactive computer programs can simulate and replace live player functions. Fire 
support components that are not "played" explicitly or inputs that are external to the 
organization being studied can be simulated with messages entered into the system by 
specialized interactive programs or by a tactical operator following a script, ACE com- 
ponents are interconnected by the program ether, which functions as a multichannel 
communications medium and has the capability to degrade communications. ACE 
also has the capability to display and store digital message traffic. Experimenters can 
monitor message traffic in real time which provides for quicker response when con- 
trolling tests. The automated collection of digital data, as opposed to manually 
recorded data, enables faster turn-around time for data reduction and analysis. 

Figure 1 is the ACE software configuration developed for the Firepower Control 
Experiment held in December 1985. Parallelograms depict input and output files, rec- 
tangles illustrate programs, ellipses represent terminal displays and beveled rectangles 
are hardware. On HEL-ACE ( a Digital Equipment Corporation Vax 750 ), at start up, 
the ether program reads from an input file which contained commands for scenario 
program execution with the appropriate arguments. Ether then starts the following 
programs: 

The Fire Direction Simulator (FDS), which simulates the function of the 
fire direction center. The FDS in turn starts the Fire Direction Officer 
(FDO) Display Program, which is an interface between the Fire Direc- 
tion Officer and the FDS. 

Multiple Forward Observer Scenario (MFOSCE), which simulates the 
functions of target acquisition elements. There were up to four 
MFOSCE'S. 

UNIX is a trademark of AT&T 
1 \JK. Kaste, G.W. Hartwig, Jr., D.C. Brodeen, CE. Hanson, HA. Walter, "Field Artillery Digital Message Collection and Reduction 
Software," Ballistic Research Laboratory Technical Report No. 2683, October 1985 
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The ACE Display and Information System (ADIS), a real time display of 
all messages that pass between ACE components during a test. 

The Bit Box program, which is the interface between ether and a Bit 
Box. 

At the same time ether is running on HEL-ACE, HEL-FIRE (a Gould 9000 computer) 
rims the Gun Simulator Program (GUNSIM), which simulates an artillery battery (i.e., 
Gun J)isplay Units with operators and howitzer crews). The Battery Computer Sys- 
tem (BCS) communicates between the FDS and GUNSIM via Bit Boxes. Test controll- 
ers monitor the progress of the test by the means of the ADIS display. 

Although the software was developed for the hardware described above, for adminis- 
trative reasons, all software was run on HEL-FIRE during the experiment. This experi- 
mental fire support control software has the capability to run on either one or two 
computers. This is a useful feature especially when there are limited computer 
resources. 

In this report the ether program as well as the modem interface program, bb, will be 
discussed. 

II. ETHER 

Ether is a single program written in the C programming language which functions as 
an intra-computer communications medium capable of supporting multiple communi- 
cations networks. Experiment players are assigned to communication nets. The ether 
program manages the nets accepting messages from players and broadcasting mes- 
sages to all players on the same net. Ether buffers incoming messages thus preventing 
collisions between messages on the same net. 

Each ether network is assigned a probability of message loss which ranges from zero to 
one. If the probability of message loss is zero, the net is an ideal net and all messages 
are sent to each player on the net . If the probability of message loss is greater than 
zero, a uniform random number generator is used to decide whether or not a message 
is lost. Lost messages are not transmitted to any port on the net. Acknowledgements ( 
acks) are treated the same as any other message. 

Ether maintains a log file in which is stored a time-tagged copy of each message it 
receives. In addition to the raw message, each entry contains the times ( Julian day, 
hour, minute, second) for the start of the message and the end of the message. 
2 "Cannon Battery Computer System", Computer Group, Gun Direction 01^200/GYK-29(V) ( part of Computer System, Gun Direction 
AN/GYK-29(V)), TM 11-7440-283-12-1-1, 5 April 1984. 



Although an earlier version of ether was able to obtain the time at which the preamble 
for incoming messages ended, this time is no longer available since the latest version 
of the Bit Boxes do not transmit the preamble to the computer. A net identification 
number is now encoded in this time field. This field has ceased to be useful since the 
latest version of the Bit Boxes do not transmit the preamble to the the computer. 
Messages which are "lost" are logged with a zero end of message time. 

III. ETHER DESIGN 

Definition of terms 

The communications modeled by the "ether" program consists of several communica- 
tions circuits, each of which can be thought of as a link; e.g. radio, wire, laser, fiber 
optic, etc. There are any number of communications nodes on each circuit, and each 
node can connect to zero or more circuits. In the UNIX environment each node 
represents a PROCESS , or set of co-operating processes. Each connection between a 
node and a,circuit involves plugging the circuit into a "socket" on the node. Because 
UNIX pipes are uni-directional, a socket consists of a pair of pipes. 

Summary: An "ether circuit" is a simulation of a real communications medium. It can 
have an arbitrary number of transceivers sharing the circuit. Each transceiver is con- 
sidered to be an "ether socket". 

Data Structures 

Ether is based on a few key data structures. Those of primary importance are 
described below. 

Environment structure 

The first structure to be discussed is the environment structure. On^ "env" element is 
created for each node specified in the ether input file. This information is retained 
throughout the simulation for printing user-oriented diagnostics and statistics. An 
example of this structure is shown below: 

f In the UNIX environment a process is a program which is currently being executed. 
UNIX pipes are interprocess communication mechanisms which allow the exchange of data between cooperating processes. 



struct      env { 

char ejprog[80]; 
char e_arg[256]; 
char e_line[80]; 
char e_circuits[USOCKETSJ; 
int e_pid; 
int e_special; 

}; 

/• Simulator proc. NULL => empty •/ 
/* Arg for process. Typ term type •/ 
/• Terminal line for process •/ 
/* Circuit #s for sockets 0, 1,... •/ 
/* Process id •/ 
/* forward messages to Bit Box or not? */ 

Message structure 

For each socket, a message structure exists which is used by the message processing 
subroutine to buffer an incoming message. This structure contains the arrival times, 
the net it arrived on and a buffer to hold partial messages. 

struct smsg 

>; 

long ms_time; 
long me_time; 
long sc_time; 
int m_net; 
int m_prelen; 
int m_len; 
char m_buf[2048]; 

{ 
/* First msg char time (Preamble/SYN char)     •/ 
/* Msg end time (0: msg lost) •/ 
/* Scenario time */ 
/* Channel number of msg */ 
/* Length of Pre-amble */ 
/* No. of chars in current message */ 
/• Message buffer •/ 
/• NOTE: First char stored in m buf[l] •/ 

Circuit structure 

For each circuit, there are several File Descriptors (FDs) to poll. For each character 
received, there are several places to send it. This structure defines all the inputs and 
all the outputs for each ether circuit. C_state[0], c_input[0], and c_output[0] gives the 
state and Input/Output FDs for the 0th connection to this circuit. 
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FIGURE 2. ETHER FUNCTIONAL DESCRIPTION 



struct circuits { 

int c_state[CSOCKETS]; 
int c_input[CSOCKETS]; 
int c_output[CSOCKETS]; 
struct env ,c_envp[CSOCKETS]; 
long c_icount[CSOCKETS]; 
long c_ocount[CSOCKETS]; 
int c_mcount[CSOCKETS]; 
int c_lcount[CSOCKETS]; 
int c_used; 
struct smsg c_msg[CSOCKETS]; 
float probt; 

} circuits[NCIRCUITS]; 

/• State variable for FSA recognizer */ 
/• Input FD for socket, 0= > inactive */ 
/• Output FD for socket •/ 
/• Pointer to relevant env entry •/ 
/* Input character count •/ 
/* Output character count •/ 
/• Msg count */ 
/* Lost msg count */ 
/* # of sockets used (above) •/ 
/* Message data */ 
/* Prob. of successful transmission •/ 

Functional Description 

Ether is the initial program started during a Fire Support Control experiment. 
BUILDENV, a subroutine, processes the command-line arguments, and then 
processes the input file storing the data in an array of structures of type "env". 
MAKEPROCS is then called to do the actual process creation as well as create the 
pipes necessary to implement the specified networks. The resulting information is 
stored in an array of structures named "circuits". At this point arrangements are made 
to catch signals and start the experiment. The program waits in input from either the 
controlling terminal or one of the experiment players is detected. If there is input from 
the controlling terminal, it is processed first, otherwise all input ports are scanned for 
data Once player input is received the FSA routine is called to process it. 

FSA is an ether subroutine which implements a finite state automaton which extracts 
the message from the incoming data. Since the characters coming into the ether pro- 
gram on a player channel can be classified into a limited number of categories: namely 
NOISE, PREAMBLE, SYNC, MESSAGE or EOT, it is only natural to use a finite 
state machine to process them. Preamble characters are generated by the hardware 
bit box and passed on by the bit box interface program, with translation if required. 
Note that if the hardware does not originate the preamble characters, the simulation 
will not be adversely effected, but all preamble times will be zero. The SYNC part of 
the message is composed of the four characters <SYN><SYNxSYN><SI>. 
MESSAGE characters can be any ASCII character. The message is denoted by the 
characters that surround it and not by content. Finally the message is terminated by a 
string of at least four <EOT> characters and as many more as are required to com- 
plete a 16 character block. The NOISE state is characterized by all characters which 
appear before the SYNC. 

Since it is possible to receive incomplete messages, there is a "circuits" structure main- 
tained for each network. This structure has entries for each socket, each of which con- 
tains a buffer for holding incoming data until a complete message is obtained, as well 



as information necessary to restart the finite state machine properly for this socket. 

Once a complete message is gathered on any socket the routine SNDMSG is called. 
In SNDMSG a random number is generated and compared with the probability of 
message loss. Depending on the results of the comparison the message is either 
trashed or sent to all other players on the same circuit. After the call to SNDMSG, 
the c_state entry in the circuits structure is set to the NOISE state and the process 
begins again. 

All incoming messages are logged in the logf ile along with the times of their arrival. 

IV. ETHER PROGRAM MODULES 

The functions described below are specific to the ether program. Functions not found 
here are either in the COMMON library or C library routines. In the following 
descriptions function names are in italics and global variable names and argument 
names are quoted. 

(void) flags( argc, argv) 

intargc 
char **argv 

Flags processes the command line arguments to ether, setting flags and file 
names where required. Default names are assigned for the logfile, debug out- 
puts and input file if none are specified on the command line. The defaults are 
"log.ether", "bug.ether", and "inputether", respectively. 

(void) Iog_header() 

Logheader prints an informative header in the log file including such informa- 
tion as descriptive log name, input file name and a time tag. 

(void) u_note() 

Ujtote prompts for and reads a message from the controlling terminal and 
stores it in the log file. 

(void) build_env() 

Build env reads the ether input file and stores environment data in a structure 



of type "env" and circuit data in structures of type "circuit". A typical input file 
consists of entries of the form 

< program > < argument list > 
<I/0 dev> <net number for skt #lxnet number for skt #2> ... 

PR .2 1 
PR .1 2 

# This is a comment 

Where < program > is the program to be invoked, < argument list > is com- 
posed of the command line arguments to be passed to the program, <I/0 
dev> is the terminal port which the program is to have its standard input and 
output connected to, and <net number for socket #n> is a simulation net 
which the program is to be connected to. Additional types of input lines are (1) 
probability of message loss, and (2) comments. A comment line is any line that 
begins with a '#'. Probability of loss lines consist of three fields: 1) the leading 
characters "PR", 2) a number between 0 and 1 indicating the probability of 
message loss and 3) the circuit to which this probability applies. The "circuit" 
array is also built by build jm as it processes the input file. 

(void) fsa( cnum, csock, len) 

int cnum, csock, len 

Fsa is a finite state automaton for processing incoming messages. It is based on 
the fact that incoming data must consist of either noise, preamble, synchroniza- 
tion characters, message text or end of transmission characters. Fsa is called 
for each socket that has input data pending. It parses the incoming characters 
untfl a complete message has been received and then passes the message on 
to sndmsg. Finally the "circuit" structure is reinitialized and the control is 
returned to the calling program. If incoming characters have all been scanned 
and the message is still incomplete, a return to the calling program is per- 
formed. Messages that are incomplete when a new synchronization sequence is 
encountered are discarded. 

(char **) parse( s ) 

char *s 

Both "fixed" ami Variable' formal TACFIRE messages an comprised of a preamble (of variable length), the characters 
<SYN> <SYN> <SYN> <SI>, the menage (which include* header information) and ends with at least (bur <EOT> characters and as 
many more a* are required to fill out a 16 character menage block. See ref. 3 for a fuller discussion of TACFIRE messages 

9 



This function takes a null terminated string, which contains a number of items 
separated by spaces and/or tabs, and returns a pointer to an array of pointers 
which in turn point to the individual items. Each item is null terminated in 
place (i.e., the original string is modified). 

(void) makeprocsO 

Make_procs, using the information contained in the "env" array, performs the 
actual creation of the processes which constitute the current experiment. A 
process is created by a FORK system call; pipes or communication channels 
are formed connecting this process to the ether program. Finally the required 
program is EXECed with the appropriate argument list. 

(void) summaryO 

Summary writes a summary of message traffic to the logfile ordered by nets. 

(void) die(string) 

char "string 

Die is called when a catastrophic failure such as SIGHUP or SIGQUIT is 
detected. A message is printed on the controlling terminal and the simulation is 
terminated. 

(void) u_menu() 

Ujnenu processes input from the controlling terminal. Recognized commands 
are 

'd' -     redraw the display screen 
p' - print current probabilities 

of message loss and allow 
for input of new probabili- 
ties. 

s' - stop the ether after asking 
for confirmation 

't* - transmit a message ori- 
ginating from the ether 
controller 
print a menu of possible 
options 

>.»> 

">'. 

10 



(char *) strcpy( out, in ) 

char 'out, *in 

Strcpy copies the string pointed to by "in" to the buffer pointed to by "out". Note 
that the buffer pointed to by "out" must be declared in the calling program. A 
pointer to the terminating null character is returned. 

(void) stopetherO 

Stopether gracefully stops execution of the ether program closing logfiles and 
killing off child processes. The experiment controller causes this routine to be 
called by's' or a SIGINT (*C) on the controlling terminal. 

(void) killprocs() 

Killprocs using information from the "env" structure array, kills each process of 
the simulation that is still running. A summary of these processes is printed in 
the simulation log file. 

(void) imposs() 

Imposs gracefully stops the simulation when a child processes dies unexpect- 
edly. It performs the same tasks as stopether. 

(void) stinit( cnum, csock) 

int cnum, csock 

Stinit initializes the appropriate "circuits" structure to prepare for reception of a 
message. This initialization primarily consists of setting the proper state for the 
fsa subroutine. 

(void) sndmsg( cnum, csock) 

int cnum, csock 

Sndmsg transmits a message from socket "csock" on circuit "cnum" to all other 
sockets on the same circuit and to the display program. Whether a message is 
lost or not is determined in this routine. A random number between zero and 
one is generated and compared to the probability of message loss. Depending 
on the results of this comparison the message is either sent or not. See also 
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esndmsg for further information on controller entered messages. 

(int) prtstate( cnum, csock, estate, msgp) 

int cnum, csock, estate 
char * msgp 

Prtstate prints the state of the fsa subroutine for the circuit and socket specified 
by "cnum" and "csocket". This includes any message currently being processed. 

(void) prtmsg( csp) 

struct smsg *csp 

Prtmsg prints the message pointed to by "csp". Control characters are translated 
into ^X* notation. 

(void) ptime() 

Ptime converts timing information about the simulation run into seconds of 
elapsed time and prints the results in the log file. This information includes 
process time, time used in system calls, page faults, swaps and block reads and 
writes. 

(doable) ran() 

This function returns a random number uniformly distributed between 0 and 1. 
It uses the RAND function and must be initialized by a call to the function 
SRAND before any call to ran occurs. 

main( argc, argv) 

intargc 
char "argv 

Main is the top level module of the ether program. It performs the initialization 
and calls the routines necessary to process the input file, create the log file, and 
start timing information. Main also contains the main loop for the program in 
which all open file descriptors are checked for pending input via a SELECT 
call. If data are available on the standard input, the ujnenu module is called; 
otherwise, the data are read and ihefaa routine is invoked. This process contin- 
ues until the ether program is terminated by the controller. 
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(void) redrawdisplayO 

Redrawdisplay sends a SIGQUIT to the display program (ADIS) which causes 
the display to be redrawn. This is usually done in response to a request by the 
experiment controller. 

(void) esndmsg() 

Esndmsg allows the experiment controller to send a message to a particular 
player from (apparently) any other player. The routine prompts the controller 
for header information such as to addresses and then for the message text. All 
messages are recorded in the log file. The message is sent to all players on the 
net. 

(char *) find( pnt, c ) 

char *pnt 
chare 

Find returns a pointer to the next occurrence of the specified character "c" in 
the string pointed to by "pnt". A pointer to the null at the end of the string is 
returned if no occurrence of the character "c" can be found. 

(void) scream( func, message, fd, circ, sock) 

char *func 
char *message 
int fd, circ, sock 

Scream is used for diagnostic prints. It prints the name of the routine in which 
the error was detected, the program name, and the circuit and socket informa- 
tion. 

V. INTERPROCESS COMMUNICATION 

File descriptor layout for nodes 

Each node on the communications network will have pre-assigned meanings for each 
of the file descriptors initially passed. When invoked, the process will be given (in 
argv[l]) an ascii string indicating the number of active sockets. From this, relevant 
File Descriptors can be inferred. 
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F.D.     Function 
0 "console" input channel 
1 "console" output channel 
2 diagnostic output ~ goes to ether control try 
3 Ether Socket # 1 input leg (you read this one) 
4 Ether Socket # 1 output leg (you write on this one) 
5 Ether Socket #2 input 
6 Ether Socket #2 output 

Signalling mechanism 

For those programs which spend most of their time waiting for input most of the time, 
a SIGEMT will be sent by ether when characters are ready to be read. When sub- 
programs are initiated, SIGEMT will be set to IGNORE, so programs that wish to 
receive SIGEMTs have to issue a 

extern int interrupt_routine(); 
signal( SIGEMT, &interrupt_routine); 

sys-call to activate the signal catching mechanism. 

Limitations 

With a limit of 62 open files configured at the present, it appears that a maximum of 
29 connections between simulator parts and the ether program are possible. This 
should not be too restrictive. In most cases the processor speed, not the number of 
available file descriptors, will limit the size of simulations. 

VI. DISPLAY AND CONTROL 

Ether offers the experiment controller the ability to alter the probability of message 
IOSS, gracefully terminate the experiment, transmit a freetext message to a player on a 
particular circuit (note that all players on that circuit as well as the display program 
will receive copies.), and redraw the ADIS display. This is done via the simple menu 
shown below: 

p alter the probability of message loss 
s gracefully terminate the experiment 
t     transmit a freetext message to a 

player on a particular circuit 
d     redraw the ADIS display 
?     print menu 
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VII. BIT BOX PROGRAM 

The Bit Box program (bb ) is a computer program that, along with a hardware device 
known as a Bit Box, allows the attachment of TACFTRE hardware to commercial 
computers. The Bit Box device is a bi-directional modem which translates the analog 
signals, which are used by TACFTRE for communications, into digital signals (RS232) 
compatible with commercial digital computers; it also translates digital signals into 
TACFIRE analog signals. The bb program listens on the terminal port to which the 
Bit Box is attached and serves as the interface to the ACE simulation, bb communi- 
cates with ether via pipes created by ether when it creates the bb process. 

VIII. BIT BOX PROGRAM DESIGN 

The Bit Box program is designed to be a two way channel for the passage of messages 
between a Bit Box and the ether program. The methodology used to accomplish this 
dual task is as follows. For messages from the Bit Box to the ether, the program 
blocks on a read while waiting for incoming data. When such data arrive, the program 
reads the data #nd then immediately pipes the data to the ether. (See Figure 3.) Note 
that these data may or may not comprise an entire message. 

Since the ether sends messages to the participating processes by writing the data on 
the pipe and then sending a signal ( SIGEMT ) to the target process, the ether to Bit 
Box data transfer is handled totally by an interrupt routine. This procedure, called 
when the SIGEMT is received, reads the data written by ether and writes it to the Bit 
Box. It continues this read-write loop until there is no longer any data on the input 
pipe. It then returns to whatever the program was doing when the signal was received. 
Since the signal processing may interrupt system calls in progress, it is necessary to 
check the return value from the blocking read statement to see if the read returned 
because data had been read or because the read was interrupted by the arrival of the 
signal. 

IX. SOFTWARE CHANGES FOR THE 
FIRE POWER CONTROL TEST 

Conditions of the Fire Power Control Test required that the ether program be 
modified to allow the successful completion of the test. The only modification of 
significance was the inclusion of code to limit the transmission of messages to the Bit 
Box which was mandated by the large number of messages that were not related to 
the scenario. Most of these messages were created only to elicit additional responses 
from the Fire Direction Officer with the remaining messages being special messages 
i  

The only data processing performed by bb program is the conversion of |' characters into bell characters <"G>s. This processing is an 
anachronism in that such character processing was designed for the original Bit Box* designed and built by BRL. The ' |' character 
corresponded to the message preamble. Since the Magnavox Bit Box do not pass the preamble to the computer, this character processing 
is no longer needed and could be removed from the program. 
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FIGURE 3 

BIT BOX PROGRAM FUNCTIONAL DESCRIPTION 
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to the ether for logging purposes only. Unfortunately the fact that the ether posted 
these messages to all players on the same circuit resulted in many collisions in the Bit 
Box device. So the decision was made to have the ether program not send any of these 
special messages to the Bit Box. This goal was accomplished by modifications to the 
"env" structure, the BUILD_ENV and SNDMSG functions. By sending only messages 
intended for players attached to the Bit Box, the problem of excessive collisions was 
avoided. 

X. CONCLUSIONS 

Ether has provided the mechanism for examining the functioning of both tactical 
hardware and the man - machine interface in a controlled environment. By providing 
for experimental controls and the accurate collection of message traffic data, ether has 
helped identify both existing and potential problems in the world of artillery command 
and control. 

The ether program could use improvement in several areas. Initially a rewrite of the 
code to integrate the many patches made to the program would help in readability and 
maintainability. Ether should also be able to handle message traffic on a byte-by-byte 
basis. The current orientation (which gathers an entire message before processing ) 
prevents the controller from having the ability to insert noise into a message. The han- 
dling of messages in their entirety also prevents collisions between messages from tak- 
ing place within ether as in real life. 

Ether should allow ACE simulations to take place on multiple machines. This would 
make possible much larger simulations. 
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GLOSSARY 

ACE Artillery Control Environment 
ACK Acknowledgement (message) 
ADIS ACE Display & Information System Program 
ADP Automatic Data Processing 
BCS Battery Computer System 
Bit Box Special Modem which Interfaces TACFIRE Hardware 

to Commercial Computers 
BRL US Army Ballistic Research Laboratory 
BSD Berkeley Software Distribution 
DMD Digital Message Device 
Ether An intra-computer communications media 
FDO Fire Direction Officer 
FDS Fire Direction Simulator 
FF Fixed Format 
FR GRID Fire Request (using Grid Coordinates for a Target Location) 
GUNSIM Gun Simulator 
HEL US Army Human Engineering Laboratory 
HELBAT HEL Battalion Artillery Test 
HEL-ACE A Digital Equipment Corporation Vax 750 
HEL-FIRE A Gould 9000 Computer 
MFOSCE Multiple Forward Observer Scenario 
MTO Message to OLaerver (message) 
msg message 
SI ASCII Character Hexadecimal #0F 
SYN ASCII Character Hexadecimal #16 
TACFIRE Tactical Fire Direction System 
VF Variable Format 

21 



APPENDIX A. ETHER Manual Page 

23 



ETHER(l) UNIX System V   (02 J»n 85 jil:CSC) ETHER(l) 

NAME 
ether - ACE communications channel simulator program. 

SYNOPSIS 
ether [ options ] 

DESCRIPTION 
Ether is the communications medium used to tie together the players in an Artillery Control 
Environment (ACE) scenario. The players may be simulators themselves or actual communica- 
tions hardware. 

Players are connected via communications channels (or circuits) created by the ether according to 
the information contained in the ether description (input) file. Players may communicate on mul- 
tiple circuits. 

The options are as follows: 

-I The description file for this run is the next argument or 'input.ether' if one is not given. 
Note: If this option is not used the ether will read its description information from the 
standard input (this should be the terminal), and will give the user the opportunity to 
enter information for inclusion in the ether log file (see -1 below). 

-1 Allows the specification of the ether log file.   The filename should be given as next argu- 
ment. It should be noted that the ether creates a log file regardless of whether this option 
is used or not. In the absence of this option or if a filename is not specified, it will use 
the file 'log.ether'. 

-m Diagnostic current state messages to be written to the terminal when a message received 
by the ether is in error (message too large (overflow), invalid format (the latest 
character(s) received are not valid for the current state), etc.). If -d has been specified, 
each state of every message processed will be written. The state messages will also be 
written to the debug output file if -D has been specified. For information regarding debug 
output, see options -d and -D. 

-O Information relative to program debugging is written to the file specified as next argu- 
ment, or to the file bug.ether' if a filename is not given. 

-d Information relative to program debugging is written to the Unix standard error output. 
This is normally the ether control terminal (the terminal from which the ether was 
started). 

DESCRIPTION FILE FORMAT 
The description file consists of lines of text, specifying circuit message loss probabilities, player 
processes and their arguments, control terminals, and circuit numbers. The lines are parsed 
according to the criteria below. 

Lines beginning with "#" are comments and are ignored. 

Lines beginning with "PR" are considered to contain the probability of message loss for a specific 
circuit. Two arguments separated by spaces should follow the PR, the first stating the probabil- 
ity and the second a circuit number. The probability is a number between 0 and 1. A probabil- 
ity of .5 would cause a random loss of half of all messages on a circuit. 

All other lines are considered to describe player processes, the control terminals and circuits to 
which they are connected. These descriptions consist of two lines each. The first line contains 
the player process and its arguments separated by spaces. Characters usually considered to have 
special meaning to the Unix shells are NOT expanded or recognized. However, the standard input 
of the process may be modified using '<' as in sh(l). 

The second line contains a set of arguments, the first of which designates the name of the control 
terminal to which the standard input and output of the process (file descriptors 0 and 1) will be 
attached.   The standard error output of the process (file descriptor 2) remains attached to that of 
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the ether. Remaining arguments are takes to be the circuit numbers to which the process will be 
connected. 
Lines beginning with "$" describe one special process which is to receive all messages sent on all 
circuits. Its description matches the two line format of the other process descriptions with the 
exception that there are no circuit numbers to be specified on line 2. There can only be one such 
process. 

EXAMPLE 
A sample description file follows: 

# Probabilities of message loss... 
PR     .2    1 
PR     .2    2 

# The fire direction simulator... 
fds 6 < input.fds 
/dev/tty 1 

# The adis display program... 
t/d/ace/.bin/adis -ali in put.adis 
$/dev/tty 16 

# The forward observers... 
/d/ace/.bin/mfosce 1 1 -Dli input.fosce 
/dev/null 2 

/d/ace/.bin/mfosce 2 2 -Dli input.fosce 
/dev/null 2 

# The fist connections... 
/d/ace/.bin/bb 
/dev/tty21 1 

/d/ace/.bin/bb 
/dev/tty22 2 

SEE ALSO 
fds(l), mfosce(l), adis(l), bb(l) 

BUGS 
The communications scheme of the ether depends on the maintenance of i/o channels, called 
pipes, between the parent ether process and its descendant processes. The pipes consume a lim- 
ited per-process resource known as a file dttcriptor. This necessarily relates the maximum number 
of descendant processes possible in a scenario to the number of file descriptors available. There 
are three file descriptors used by the ether itself and an additional two are required for each 
descendant's pipes. Therefore: max descendants = (max file descriptors available - 3) / 2. The 
maximum number of file descriptors available per-process on the system is defined in 
/usr/include/sys/param.h as the pre-processor constant 'NOFELE'. 
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BB(1) UNIX System V (28 J»n 85 jihCSC) BB(1) 

NAME 
bb - ACE Bit-Box driver program. 

SYNOPSIS 
bb [ -f ] [ -1 inputfile } [ -t J 

DESCRIPTION 
Bb is the communications driver program used to attach a Digital Message Device (DMD) to an 
Artillery Control Environment (ACE) simulation. A hardware device known as a bit-box serves as 
the hardware interface between the DMD and the computer, and is the means through which bb 
establishes communication between the DMD and the other players in an ACE simulation. 

Specifically, bb listens and transmits on i/o channels supplied to it by an etker(l) and defined in 
an ether description file. Those are: the channel between bb and the bit-box, and the channel 
between bb and an ether circuit. The ether creates the communications environment necessary for 
the transmission of messages between bb and the players in the simulation via the circuit, and 
connects bb to the Unix i/o port connected to the bit-box device. The i/o port name and circuit 
number are specified in the description file on line 2 of the bb player process description. See 
ether(l). 

The options are as follows: 

-f Messages sent from bb to the ether will be printed on the standard error output. 

-I The filename given as next argument will be read as input.  Specifications concerning the 
input file are discussed below. 

-t Messages sent to bb from the ether will be printed on the standard error output. 

INPUT FILE FORMAT 
The input file contains lines of text of three forms and is parsed according to the criteria below. 

A line beginning with the characters "bb" is considered to contain a baud rate specification for 
the i/o line between bb and the bit-box. Following the "bb" there may be spaces and/or tabs and 
one of the following baud rates specifications: 

110, 300, 600, 1200, 2400, 4800, or 9600. 

The baud rate of the line is changed immediately. At program startup, the assumed baud rate is 
1200. 

A line beginning with the character "\" and containing a terminating ">" is passed immediately 
to the bit-box as a bit-box command. The content of the command is dependent upon the proto- 
col of the bit-box hardware device. 

Lines beginning with "#" are comments and are ignored, as are blank lines. 

FILES 
Bb file descriptors 0 and 1 are attached by the ether to the Unix i/o port (/dev/tty??). 

Bb file descriptors 3 and 4 are connected to the ether itself. 

The standard error output (file descriptor 2) is attached to that of the ether. This is normally the 
terminal from which the ether was started. 

SEE ALSO 
ether(l), fds(l), mfosce(l), adis(l) 

BUGS 

Page 1 May 20, 1987 
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The contractor will design and fabricate hardware, and provide software to implement a 
Tactical Communication Modem (TCM) that provides bidirectional RS232-FSK conversion 
of TACFIRE message format data. The TCM will provide the appropriate communication 
data formatting, signaling, electrical interface, and control protocol to send and receive 
TACFIRE message format data on a RS232 full duplex interface and a TACFIRE FSK net. 
A message received on either interface will be recovered, buffer stored if buffer space per- 
mits, and retransmitted on the other interface. 

The Tactical Communication Modem will provide the operational and functional capa- 
bilities as set forth herein. 

1. The TCM Frequency-Shift-Keying (FSK) modem will provide, as specified below, 
the proper communication data formatting, communication protocol, signaling, error 
detection and correction, and equipment interfaces necessary to send and receive 
TACFIRE FSK messages in the single and double block mode. 

a. The FSK modem will send and receive messages using the TACFIRE com- 
munication format. The communication format for each message consists of 
three contiguous sections. The three sections consist of a variable length 
preamble, a 32-bit message synchronization word, and the message format data 
proper organized into 16-character data blocks. 

(1) The preamble consists of an alternate 1-0 bit pattern variable from 
0.Z-4.0+0.1 seconds. 

(2) The 32-bit four-character message synchronization word will con- 
sist of three SYN characters and one SI or NULL character. Each syn- 
chronization character consists of a seven-bit ASCII character plus one 
odd parity bit. 

(3) The message format data will be sent and received in complete 16- 
character data blocks. Each of the sixteen 12-bit characters in the data 
block consists of seven ASCII data bits plus five hamming code parity 
bits. The data bits in each data block will be transmitted and received 
using the time dispersed format. A minimum of four EOT characters 
located at the end of the last data block must terminate a message 
transmission. 

b. The TCM FSK modem will transmit and receive TACFIRE FSK messages 
in the single or double block mode as shown in figure 4. 

c. The TCM FSK modem will provide single-bit error correction and double - 
bit error detection on received FSK messages. In the double block mode 
correct or correctable characters from both identical message blocks will be 
merged to form, if possible, a single correct block of data characters. 

d. The TCM FSK modem will send and receive data bits using 1200 Hz (logic 
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l)/2400 Hz (Logic 0) continuous phase FSK signaling at 600 and 1200 baud. 

e. The TCM FSK modem will provide the proper signal and impedance 
matching, electrical signal isolation from attached communication equipment, 
and the appropriate control signals to interface to standard army tactical FM 
radios and wireline equipment. 

f. The TCM FSK modem will provide the required ACK delay net protocol. 
The TCM will accept an incoming FSK message if the received message buffer 
is available, and will respond with an ACK message if programmed to do so. 

2. The TCM will provide a full duplex RS232 interface with the following characteris- 
tics and capabilities. 

a. All RS232 data and control signals will conform to RS232C electrical signal 
and signal sense interface requirements. 

b. All characters will be ASCII characters, and each character will be 
transmitted least significant bit first. 

c. The TCM will operate as Data Communications Equipment (DCE). 

d. The TCM RS232 interface will operate at any one of the following baud 
rates: 150,300, 1200, 2400, 4800, or 9600. 

e. The RS232 word parameters (word length, parity enable and type, and 
number of stop bits) and baud rate will be operator selectable via switches 
located on the FSK modem card. 

f. Messages received by the TCM on the RS232 interface must be terminated 
by a minimum of four EOT characters. 

3. The TCM will receive and buffer store one message from either interface. 

4. Formatted control/command messages will be sent to the TCM on the RS232 
interface that will allow the user to enter operational parameters such as preamble 
length, FSK baud rate, single/double block mode, and the message destination 
address (es) to be accepted by the TCM. 

5. The TCM will provide chassis mounted connectors for power, RS232 interface, 
FSK radio, and wireline connections. 

6. All parts and construction will be to best commercial practice consistent with 
operation in a sheltered room temperature environment. 
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